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Before the 
FEDERAL COMMUNICATIONS COMMISSION 

Washington, D.C. 20554 
 

In the Matter of ) 
 ) WC Docket No. 16-60 
Iowa Network Access Division ) 
Tariff F.C.C. No. 1. ) Transmittal No. 36 
 ) 
 

CONSOLIDATED OPPOSITION OF IOWA NETWORK SERVICES 
D/B/A AUREON NETWORK SERVICES TO AT&T SERVICES, 

INC.’S RENEWED MOTION TO AMEND PROTECTIVE ORDER 
AND SPRINT COMMUNICATIONS COMPANY, L.P.’S JOINDER 

 
Iowa Network Services, Inc. d/b/a Aureon Network Services (“Aureon”) submits this 

Consolidated Opposition to the September 14, 2018 Renewed Motion To Amend Protective 

Order filed by AT&T Services, Inc. (“AT&T”) and the joinder filed by Sprint Communications 

Company, L.P. (“Sprint”) in the above-captioned proceeding. 

INTRODUCTION AND SUMMARY 

AT&T’s motion  – joined by Sprint  – to amend the longstanding Protective Order 

entered by the Federal Communications Commission (“FCC”) in this proceeding (“AT&T 

Motion”) should be denied.  By that motion, AT&T seeks to enable a high-ranking AT&T 

employee – and others – to review Aureon’s competitively sensitive proprietary information.  

Sprint, for its part, vaguely requests that unidentified “inside consultants” employed by Sprint 

and other business rivals of Aureon be given similar access to Aureon’s highly sensitive business 

information.1  For at least the following reasons, AT&T’s and Sprint’s Motions should be 

denied: 

1. Contrary to AT&T’s unsupported and conclusory assertions, AT&T’s 
senior executive, Mr. Daniel Rhinehart, is extensively involved in 

                                                 
1  See Mot. of Sprint Commc’ns Co., L.P. Joining AT&T Servs., Inc.’s Renewed Mot. To Amend 
Protective Order at 1, 3 (Sept. 19, 2018) (“Sprint Motion”). 
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AT&T’s competitive decisionmaking and strategy, as Aureon previously 
demonstrated.  See infra Part I.  In any event, the “competitive 
decisionmaking” standard historically has been used to determine whether 
in-house lawyers – not business executives, where misuse risks are far 
greater – could be given access to certain confidential materials of an 
adverse party. 

2. The type of information that Aureon has been ordered to provide in its 
revised tariff filing relates not only to its regulated operations but its 
unregulated competitive business operations as well.  That information is 
far more granular and competitively sensitive than the information that 
Aureon has provided previously and would give anyone with access a 
roadmap to Aureon’s inner workings, including each and every circuit it 
operates and how those circuits are used. 

3. AT&T’s claim that only Mr. Rhinehart would gain access to Aureon’s 
sensitive business materials already has been proven false by Sprint in its 
joinder to AT&T’s motion.  Granting Sprint’s employees access to 
Aureon’s highly sensitive materials is especially troubling given that 
Aureon has been involved in a tariff enforcement action against Sprint for 
many years for Sprint’s refusal to pay for services requested and received. 

4. As AT&T itself points out, Mr. Rhinehart already has been able to 
persuade the FCC to take certain actions with the existing information he 
has reviewed.  There is no need to enable a high-ranking AT&T Director 
to see more highly sensitive information regarding Aureon’s inner 
workings than he already has.  

5. AT&T’s and Sprint’s claims of unfairness regarding their professed 
inability to review Aureon’s confidential business information are of their 
own doing.  Both have had ample time to engage outside independent 
consultants – who would have full access to the information provided by 
Aureon – but they deliberately have chosen not to do so.  Thus, they 
cannot be heard to complain now. 

For these reasons, and as set forth in more detail below, AT&T’s and Sprint’s motions should be 

denied. 
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ARGUMENT 

I. CONTRARY TO AT&T’S CLAIM, MR. RHINEHART HAS PLAYED AN 
INTEGRAL ROLE IN DETERMINING AND IMPLEMENTING AT&T’S 
COMPETITIVE STRATEGY. 

As an initial matter, the entire premise of AT&T’s Motion – i.e., that “Mr. Rhinehart is 

not involved in competitive decisionmaking”2 and therefore should have access to Aureon’s most 

sensitive information – is wrong.  As Aureon previously demonstrated, Mr. Rhinehart – a senior 

executive at AT&T who has worked there or at AT&T’s predecessor for decades – has been 

pervasively involved with AT&T’s competitive decisionmaking and strategy.3  Mr. Rhinehart 

has a Master’s in Business Administration and has held titles of increasing responsibility within 

the company over time, including as a “Manager” over rates and tariffs and a financial analyst.4  

He currently serves AT&T at the high-ranking “Director” level.5 

Even more to the point, Mr. Rhinehart has explicitly testified on AT&T’s behalf 

regarding AT&T’s competitive position in an effort to preserve and enhance that position.  For 

example, Mr. Rhinehart testified that certain offerings of a competing carrier are 

“anticompetitive and discriminatory” and will “place AT&T at competitive and financial 

                                                 
2 AT&T Mot. at 7. 

3 See Opp’n of Iowa Network Servs. d/b/a/ Aureon Network Servs. to AT&T Servs., Inc.’s Mot. 
To Amend Protective Order and for Declaratory Ruling at 10-12 (Apr. 30, 2018) (“Aureon 
Opp’n”). 

4 Prefiled Direct Test. of Daniel P. Rhinehart Regarding United Utilities, Inc., Regulatory 
Comm’n of Alaska, U-08-90, at 1-2 (Dec. 23, 2008) (relevant excerpts attached as Ex. A hereto); 
see also Decl. of Daniel P. Rhinehart, AT&T Corp. v. Iowa Network Servs., Inc. d/b/a Aureon 
Network Servs., FCC Proc. No. 17-56, at 1 (June 1, 2017) (testifying that he has held “a number 
of different jobs with increasing responsibilities in the finance and regulatory areas” at AT&T 
over nearly 40 years) (relevant excerpts attached as Ex. B hereto).  

5 Id. 
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disadvantage to … direct competitors of AT&T.”6  He also has opined regarding how “AT&T 

will face massive and certain market share losses” as a result.7  Moreover, the very point of  Mr. 

Rhinehart’s testimony in this and numerous other similar proceedings is to harm the competitive 

position of AT&T’s business rivals while enhancing AT&T’s, often by attacking the rates 

charged by those rivals. 

Given this testimony and Mr. Rhinehart’s long tenure and high-ranking Director status at 

AT&T, AT&T’s bare and unsupported ipse dixit regarding Mr. Rhinehart’s alleged lack of 

involvement in competitive decisionmaking is not credible.8  The risk of inadvertent disclosure 

and use simply remains too great to permit Mr. Rhinehart and other non-lawyer personnel from 

AT&T, Sprint, and other business rivals of Aureon to be permitted access to the highly 

confidential information that Aureon will produce at the FCC’s direction. 

                                                 
6 Direct Test. of Daniel P. Rhinehart on Behalf of AT&T Commc’ns of the Southwest, Inc., 
Public Util. Comm’n of Tex., SOAH Dkt. No. 473-99-1963, PUC Dkt. No. 21292, at 4-5 (Oct. 
22, 1999) (relevant excerpts attached as Ex. C hereto). 

7 Id. at 13; see also Report and Order, Pub. Serv. Comm’n of Mo., Case No. TT-2000-258, at 5 
(Apr. 5, 2000) (discussing Rhinehart’s testimony that system of competitor “puts AT&T at 
competitive disadvantage”) (Ex. D hereto); Direct Test. of Daniel P. Rhinehart on Behalf of 
AT&T Ga. Before the Ga. Pub. Serv. Comm’n Regarding the UAF Revenue Requirement of 
Pub. Serv. Tel. Co., Dkt. No. 32235, at 1, 3-6 (Aug. 17, 2011) (testifying that job title is “Lead 
Financial Analyst and opining regarding reasonableness of company’s claimed return and costs) 
(relevant excerpts attached as Ex. E hereto). 

8 See, e.g., FTC v. Advocate Health Care Network, 162 F. Supp. 3d 666, 674 (N.D. Ill. 2016) 
(observing that ipse dixit of the defendants to sustain their position” “is not enough” to grant in-
house counsel access to highly confidential information of competitors); Silversun Indus., Inc. v. 
PPG Indus., Inc., 296 F. Supp. 3d 936, 941 (N.D. Ill. 2017) (“Invocation of words and phrases is 
not enough.  Nor is it enough to say that competitive business decisions per-se are not made by 
in-house counsel, but by others.”); id. at 939 n.2 (“Unsubstantiated assertions by counsel are 
given no evidentiary weight.”). 
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In any event, as Aureon previously demonstrated,9 the very notion of permitting non-

lawyer business executives to review confidential information of business adversaries is 

inconsistent with the very reason why courts crafted the “competitive decisionmaking” test in the 

first place.  That test was specifically crafted to gauge whether in-house lawyers – not non-

lawyer business personnel – should be given access to a business rival’s confidential 

information.  In-house lawyers typically function primarily as legal advisors rather than as 

business strategists, whereas virtually by definition, the key role of non-lawyer company 

employees is to assist the company in maximizing its profits and gaining marketplace advantage 

over its competitors.  One court described the term “competitive decision-making” “as shorthand 

for a counsel’s activities, association, and relationship with a client that are such as to involve 

counsel’s advice and participation in any or all of the client’s decisions (pricing, product design, 

etc.) made in light of similar or corresponding information about a competitor.”10  In light of this 

definition, there can be no doubt that Mr. Rhinehart’s role in attempting to drive down the rates 

of AT&T’s competitors is the quintessence of “competitive decisionmaking.” 

Moreover, lawyers are subject to stringent ethical and professional obligations – with 

steep fines imposed when those obligations are violated – that provide further protection against 

inadvertent disclosure of confidential information but that do not apply to non-lawyers.11  Thus, 

even if Mr. Rhinehart and others were not engaged in “competitive decisionmaking,” there 

remains too great of a risk in providing them access to Aureon’s key competitive data given their 

                                                 
9 See Aureon Opp’n at 5-10. 

10 730 F.2d 1468 n.3 (Fed. Cir. 1984); accord FTC v. Whole Foods Mkt., Inc., Civil Action No. 
07-1021 (PLF), 2007 WL 2059741, at *2 (D.D.C. July 6, 2007). 

11 See Aureon Opp’n at 8-9. 
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inherent business roles and the lack of the unique, harsher, sanctions that attach to lawyers in the 

case of improper use or disclosure of data. 

II. NO INTERNAL EMPLOYEES OF AT&T OR SPRINT SHOULD HAVE ACCESS 
TO THE HIGHLY CONFIDENTIAL INFORMATION THAT AUREON HAS 
BEEN ORDERED TO SUBMIT, WHICH INCLUDES DETAILED 
INFORMATION ABOUT AUREON’S UNREGULATED BUSINESS. 

The risk of improper use and disclosure by Aureon’s business rivals is particularly acute 

given the highly sensitive nature of the information that Aureon is providing as part of its revised 

tariff filing, which relates not only to Aureon’s regulated business but its unregulated 

competitive business as well.  In a July 31, 2018 Memorandum Opinion and Order directing 

Aureon to provide supplemental information regarding its tariff, the FCC observed that 

“[b]ecause Aureon’s lease is an affiliate transaction in which a nonregulated entity is providing a 

service to a regulated entity, our rules require us to evaluate the facilities lease expense against a 

ceiling determined by the lower of fair market value of the lease or the fully distributed costs of 

the facilities.”12  The Commission found that Aureon needed to submit additional information to 

demonstrate its “fully distributed costs of the facilities” provided by its nonregulated entity and 

accordingly ordered Aureon to submit: 

cost support that includes further justification of the allocation of C&WF [cable 
and wire facilities] among DS1s, relative to DS3s (and circuits of higher capacity) 
between regulated and nonregulated activities.13 

                                                 
12  Mem. Op. and Order ¶ 56 (July 31, 2018); see also 47 CFR § 32.27(c)(2). 

13 Tariff Order ¶ 90. 
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It directed that “[s]uch filing should include all relevant data for all circuit types included in the 

study, including an explanation of the regulated or nonregulated service provided over them and 

a circuit inventory matching such explanation. 14  The FCC stated that it expected: 

such circuit inventory to include unique entries for all circuits used to calculate 
the C&WF allocator (including circuits being used for nonregulated purposes, 
including any DS1s) noting whether each such circuit is being used for regulated 
purposes, nonregulated purposes, or both.  To the extent that Aureon relies on any 
other characteristic of such circuits in proposing its method of allocating C&WF, 
it should also include such characteristic(s) in its circuit inventory.15 

In compliance with the FCC’s directives, Aureon is preparing a detailed spreadsheet 

spanning hundreds of pages that includes highly granular information regarding each of the 

circuits in its circuit inventory and whether each such circuit is used in Aureon’s regulated or its 

unregulated business.  To Aureon’s knowledge, it has never before produced such detailed and 

competitively sensitive information, which effectively will provide a roadmap to the inner 

workings of Aureon’s company, including a description of each and every circuit and how those 

circuits are used.  It is imperative that this type of highly confidential information be protected 

from disclosure to employees of Aureon’s business rivals. 

III. SPRINT’S OWN MOTION SEEKING ACCESS TO AUREON’S SENSITIVE 
DATA FOR ITS OWN INTERNAL EMPLOYEES REFUTES AT&T’S CLAIM 
THAT ACCESS WOULD BE CONFINED TO MR. RHINEHART ALONE. 

AT&T attempts to support its motion by claiming that “there is no danger that permitting 

Mr. Rhinehart to access confidential material would invite broader access.”16  But that assertion 

already has been proven false by Sprint’s “me, too” motion filed in this proceeding seeking the 

                                                 
14 Id. 

15 Id. ¶ 90 n.283. 

16 AT&T Mot. at 7. 
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very same access for its own unidentified “inside consultants” that AT&T demands that Mr. 

Rhinehart have.17  Aureon has been involved in a tariff enforcement action against Sprint due to 

Sprint’s refusal to pay for services it ordered and received from Aureon, and it would be highly 

prejudicial for any inside employees of Sprint to gain access to sensitive and proprietary 

information regarding Aureon’s inner workings.  Worse yet, neither AT&T’s nor Sprint’s motion 

is limited to their own employees but would grant access to any inside consultant of any business 

rival of Aureon so long as the consultant claimed not be involved in competitive decisionmaking.  

AT&T and Sprint have not remotely demonstrated that expanding access to non-lawyer 

personnel of interested companies is warranted or appropriate. 

IV. AT&T AND SPRINT CANNOT BE HEARD TO COMPLAIN ABOUT ACCESS 
BECAUSE THEY COULD HAVE ENGAGED OUTSIDE INDEPENDENT 
EXPERTS TO REVIEW AUREON’S SENSITIVE DATA BUT CHOSE NOT TO 
DO SO. 

AT&T’s and Sprint’s claims of unfairness and prejudice arising from the continued 

protection of the confidentiality of Aureon’s competitively sensitive information18 similarly 

provide no basis for stripping that information of its protection from disclosure and misuse.  Both 

AT&T and Sprint have had months to engage outside independent consultants.  Unlike AT&T’s 

and Sprint’s internal executives, such as Mr. Rhinehart, those independent consultants would 

have had full access to the information provided by Aureon, including even the most 

competitively sensitive information.  Both rivals, however – with full knowledge that their own 

internal employees did not have access to the confidential and proprietary information provided 

                                                 
17  See Sprint Mot. at 3. 

18 See AT&T Mot. at 6 (alleging that barring Mr. Rhinehart from access “is fundamentally 
unfair”); Sprint Mot. at 2 (claiming that without inside consultant access to Aureon’s proprietary 
and sensitive business information, “Sprint had no way to effectively respond” to a contention by 
Aureon). 
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by Aureon – deliberately chose not to do so.  Instead, both decided to rely exclusively on 

declarations from internal personnel.  Thus, AT&T and Sprint cannot be heard to complain about 

their employees’ professed inability to review Aureon’s highly confidential business information 

when they themselves manufactured that lack of access by their choice of consultants to assist 

them in this proceeding. 

In any event, and as AT&T itself points out, Mr. Rhinehart has been able to persuade the 

FCC to take certain actions with the information that he already has been able to review.19  There 

simply is no need to enable a high-ranking AT&T Director to see more highly sensitive 

information regarding Aureon’s inner workings than he already has, particularly given the 

especially sensitive and granular nature of the information that Aureon will be producing with its 

revised tariff. 

V. AT&T’S CLAIM THAT MR. RHINEHART HAS NOT MISUSED SENSITIVE 
INFORMATION IS UNRELIABLE AND UNVERIFIABLE. 

Finally, AT&T’s claim that Mr. Rhinehart did not, and will not, misuse Aureon’s data 

cannot help it.20  If Mr. Rhinehart had – willfully or inadvertently – improperly relied on 

Aureon’s data in conjunction with helping AT&T craft its business strategy, Aureon would have 

no way to know that because that reliance would have occurred internally at AT&T.  Moreover, 

even if Mr. Rhinehart’s intentions are well-meaning, the risk that he will inadvertently disclose 

or misuse Aureon’s sensitive information simply is too great to warrant allowing him access.  As 

one court has held in the context of considering whether to provide an in-house lawyer access to 

                                                 
19 AT&T Mot. at 5-6. 

20 See id. at 7. 



 

- 10 - 

such confidential information – where the risks are far lower than with business executives such 

as Mr. Rhinehart given attorneys’ predominantly legal role: 

The primary concern underlying the “competitive decision-making” test is not 
that lawyers involved in such activities will intentionally misuse confidential 
information; rather, it is the risk that such information will be used or disclosed 
inadvertently because of the lawyer’s role in the client’s business decisions.21 

Thus, AT&T’s ipse dixit claim that no improper reliance has occurred – or will occur – is 

insufficient to assure against improper disclosure and misuse.  Moreover, given that access 

would not be confined to AT&T alone but would include any internal employee of Aureon’s 

business rivals willing to assert that he or she is not involved in competitive decisionmaking, 

AT&T and Sprint simply have no way of guaranteeing proper treatment of Aureon’s data. The 

information submitted by Aureon can be easily used by AT&T and other competitors to design 

service offerings and marketing campaigns to target areas where such information shows that 

Aureon is most vulnerable, such as services that are the most expensive or least profitable for 

Aureon, or locations where competitors’ efforts should be directed due to, for example, circuit 

availability or capacity issues.  There is no reason to lift the protections of the existing Protective 

Order now in light of the risks of improper disclosure and use of Aureon’s information despite 

AT&T’s claims to the contrary. 

CONCLUSION 

For the foregoing reasons, the FCC should continue to protect the confidentiality of 

Aureon’s sensitive information against disclosure to employees of Aureon’s business rivals, 

particularly given the especially sensitive nature of the circuit-by-circuit inventory that Aureon 

                                                 
21 FTC v. Sysco Corp., 83 F. Supp. 3d 1, 3-4 (D.D.C. 2015). 
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soon will be providing.  AT&T’s and Sprint’s motions seeking to strip that confidentiality should 

be denied. 

       Respectfully submitted, 
 
 

  /s/ James U. Troup    
James U. Troup 
Tony S. Lee 
Fletcher, Heald & Hildreth, PLC 
1300 N. 17th Street, Suite 1100 
Arlington, VA  22209 
Tel: (703) 812-0400 
Fax: (703) 812-0486 
Email: troup@fhhlaw.com 
lee@fhhlaw.com  
 
Counsel for Iowa Network Services, Inc. 
d/b/a Aureon Network Services 
 

Date: September 24, 2018 
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